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Abstract 

The term e-voting is principally used to describe a system that 

allows voters to record their votes at a polling place using an 

electronic machine. Data security experts consider an e-voting 

system to be secure if it provides “at least” the same level of 

security as traditional voting using “paper ballots” or “voting 

by mail.” Voting by mail is the primary voting method for the 

State of Oregon, whereas other states only use this method for 

absentee voting. We believe that it will not be possible to 

improve voting systems without a complete knowledge of 

voting requirements. In this paper we will review what has 

already been achieved and study the issues that security 

experts have faced and how they were solved or what 

prevented them from being solved. Additionally, we will 

discuss popular voting systems used in several states in the 

US, and we will analyze the advantages and disadvantages of 

these systems.\ 
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INTRODUCTION 

Even though people successfully conduct business 

transactions over the Internet on a daily basis, the Internet is 

not secure enough for a complex process like elections. There 

is a big difference between Internet voting and e-commerce, 

where a customer has a tracking number or a receipt that can 

prove his purchase details, making it easy to recover from an 

intentional mistake. On the other hand, this is not possible 

when voting due to basic voting regulations. In any voting 

system, no matter how simple or complicated it is, the 

following principles are expected to be upheld [1]: 

1. Universality: All eligible voters have the right and 

ability to cast their votes using that system 

2. Equality: Each eligible voter has the same number of 

votes, usually one ballot each 

3. Freedom of choice: Each voter has the right to cast 

his votes in a free manner without threats or undue 

influence 

4. Anonymity: Each voter has the right to cast his vote 

secretly, and no one should be able to relate a voter 

to his vote 

5. Security: No one should be able to change or remove 

the voter’s ballot, or add votes not cast by legitimate 

voters 

6. Directness: Votes should be recorded as intended by 

the voter, and the results of the poll shall be 

determined by the votes cast by the voters 

7. Trust: The eligible voters must trust the system and 

believe that these principles were met 

 

 

CONVENTIONAL VOTING METHODS 

Every general US election that we witness is a proof that we 

are still far from a perfect election system. Despite the 

malfunction of Direct Recording Electronics (DREs) around 

the country, the media, having aggressively focused on similar 

failures in the past, did not pay much attention to the errors 

due to the large winning margin for then President-elect 

Obama. All over the world, activists and organizations lean 

towards paper ballots -also known as Australian ballots- 

assuming they are the safest and least complicated option. For 

example, in 2008, the Netherlands decided to go back to paper 

ballots and banned the use of any form of electronic voting [2]. 

Paper ballots have many advantages over e-voting machines, 

such as the transparency of the election process and the 

existence of physical evidence, which gives the ability to 

recount ballots. However, it is obvious that this method still 

can suffer from ballot box stuffing, buying and selling votes, 

and tampering with the ballot box during transport and 

counting [3]. To provide transparency, many states now 

require the addition of a paper audit trail to the electronic 

voting machine [4]. However, due to many potential security 

threats and performance issues, which we will discuss later on, 

the use of paper audit trails is not the optimal solution [5]. 

 
Paper Ballots and Optical Scan Systems 

The main advantage of using a paper ballot is the transparency 

of the elections. In transparent elections, all the processes of 

handling and counting ballots are completely open to public 

view. Nothing is hidden except, of course, individual voting 

choices which can’t be revealed in order to guarantee the 

voter’s safety when voting against a malevolent candidate and 

to make sure that voters don’t sell their votes [6]. 

Another advantage of the Australian ballots is the simplicity. 

For example, elderly voters are more likely to successfully 

cast their votes using a paper ballot instead of advanced touch 

screen systems [7]. 

The dispute over the Minnesota Senate race in 2008 shows 

that tallying votes correctly can still be challenging even when 

using straightforward paper ballots. 2,920,214 voters voted 
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using paper ballots; unlike in the presidential race where 

Democrat Barack Obama defeated Republican John McCain 

by almost 10 percentage points, the Senate race resulted in a 

tiny margin less of than 0.0075%. The Republican Senator 

Norm Coleman, who had held his seat since 2002, won over 

Democrat Al Franklin by 215 votes in the initial count [8]. 

This close margin triggered an automatic recount. This 

outcome showed that some of the voters who voted for a 

Democratic president did not vote for a Democratic Senator. 

This could be true for many reasons; however, the number of 

challenged ballots raised many concerns. Over 6,500 ballots 

were challenged by both campaigns. When the winning 

margin is less than 0.0075%, every ballot is important to 

count. Unfortunately, there were more than 6,000 cases where 

the canvassing board was not sure of the voter’s intention. 

Some of the actual challenged ballots are displayed below 

(Figure 1, Figure 2, Figure 3) [8]. 

 

 
 

Figure 1: Both campaigns challenged this Hennepin County 

ballot with the Coleman camp saying the voter's intent is clear 

and the Franken camp saying what appear to be initials 

constitute an identifying mark on the ballot [8] 

 

 
 

Figure 2: The ballot was challenged and considered 

overvote [8] 

 

 
 

Figure 3: This ballot was challenged in Dakota County 

because two ovals were filled in. Minnesota law says a ballot 

is valid if election officials can determine the voter's intent [8] 

 

 

The recounting process, which lasted for about three weeks, 

resulted with Republican incumbent Norm Coleman leading 

Democrat Al Franken by 188 votes [8]. However, on 

December 15, 2008, the state canvassing board began 

inspecting disputed ballots in Minnesota’s US Senate recount. 

The canvassing board asked both campaigns to reduce the 

number of disputed ballots to be inspected. By January 5, 

2009, the canvassing board certified the results of the recount 

with Franken holding a 255-vote lead. Coleman’s campaign 

filed an election contest with the Minnesota courts. On June 

30, 2009, the state's Supreme Court declared Franken the 

winner by 312 votes, giving the Democrats the majority in the 

senate, putting an end to a recounting process that lasted 

almost eight months. The tables below show the results during 

the initial recounting process. 

The huge number of challenged ballots points out one of the 

shortcomings of the Australian ballot system. The use of 

paper ballots allows voters to overvote and mark or sign their 

ballots. The use of e-voting could have minimized or even 

eliminated the challenged ballots; as a result, the recounting 

process would have been accomplished faster. This promised 

efficiency requires that the e-voting machines function 

properly. As we will show in this report, in previous elections, 

e-voting machines have failed to record thousands of votes. 

These machines also caused many troubles during the 2008 

general elections, especially in Philadelphia, Pennsylvania, 

where officials had to issue and use emergency ballots on 

election day [9]. When it comes to the recounting process, 

many activists and data security experts would rather spend 

weeks recounting than using a direct recording (DRE) 

machine that will give the same results for every recount. This 

is because many of the current e-voting machines do not 

provide any auditing method. However, recently numerous 

states have begun to require their electronic voting systems to 

be equipped with voter verified paper records (VVPRS) [4]. 

These machines are supposed to generate paper records that 

can be used for recounting purposes. Further on, we will 
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discuss e-voting systems in detail and explain the limitations 

of their auditing ability. 

 
Absentee and Early Voting 

In this section, I will describe the absentee voting process and 

early voting in different states. Also, I will provide some facts. 

For example in some states like CA, voters can cast an 

absentee ballot without giving any reason. I will show that it 

is easy to cast an absentee vote in many states, and while the 

procedure is not as secure or private as the traditional voting 

methods, many states still accept it as a valid option of voting. 

Similarities between I-voting and absentee voting will be 

emphasized. 

Since World War II, absentee voting has become a 

phenomenon. Absentee voting regulations vary from one state 

to another. For example, a resident of New York can cast an 

absentee ballot if he will be out of jurisdiction on the election 

day or if he suffers from a disability and can prove it. Other 

states, like Ohio, allow voters to cast absentee ballots if they 

provide a valid reason, and the list of acceptable reasons is 

very long. In California, voters can cast absentee ballots 

without giving any reason. In fact, one can even register to 

receive future election ballots by mail as a “permanent 

absentee voter”. In 2002, 26% of California voters voted using 

absentee ballots. And in 2004, 30% of California voters did 

the same. Beside California, there are another twenty one 

states that allow voters to obtain absentee ballots without 

giving a reason [10]. 

A registered voter needs to apply for an absentee ballot by 

mailing an application form. Once received and approved by 

the election office, an absentee ballot is mailed to the voter. 

After the voter fills out the ballot, he mails it to the election 

office. Such a process may take up to 4 or 5 trips in the mail. 

In the case of military personnel and overseas citizens, this 

process can be time consuming. The risk of losing ballots is 

also increased, not to mention the possibility of local elections 

office rejecting the ballots due to receiving them after the 

deadline or because of a voter’s mistake while filling the 

ballot. 

Internet voting critics and supporters often compare the 

similarity between I-voting and absentee ballots. Supporters 

believe that states approving absentee voting should have 

nothing against I-voting. In fact, they believe that I-voting 

might be the new improved absentee ballot that will speed up 

the process and the way to accept all submitted ballots. 

Supporters stress this point of view based on the success 

history and low fraud rates in the absentee voting method. For 

example, in California during the period from 1994 to 2002, 

only 14 cases of absentee voting were investigated by the 

fraud unit, out of which only one case was referred to the 

county district attorney for further investigation. I-voting 

supporters believe that the Internet can solve the speed 

problem that absentee voting suffers from, while retaining the 

absentee voting advantage of convenience [6]. 

Most I-voting critics are not impressed with the absentee 

voting method. For them, absentee voting does not satisfy 

many essentials of safe and secure voting. For example, there 

is no guarantee of voter privacy, vote trading can be much 

easier, there are no adequate safeguards for ballots against 

loss or alteration, nor a guarantee that ballots will be counted 

and counted in a timely manner [11]. 

However, for I-voting critics, the absentee voting method is 

the least harmful option when it comes for military and 

overseas citizens who want to vote. Critics claim that absentee 

voting can be safer because I-voting fraud and vote trading 

can happen on a large scale in a way that might change the 

final voting outcome, beside the fact that I-voting may suffer a 

wider variety of threats and attacks [12]. 

Early voting is another method of voting, where some voters 

get the chance to cast their ballots in the polling stations at 

some time before the official election day. Same as absentee 

voting, Internet voting critics and supporters often compare 

the similarity between I-voting and early voting. I-voting 

supporters believe that just like early voting, I-voting must 

happen over a period of time before the election day. This 

might be the best way to mitigate the possibility of denial of 

services attacks. On the other hand a critique claims that early 

voters and absentee voting voters don’t have all the 

information about the candidates since they have to vote while 

the campaign is still running. However, some studies showed 

that no matter what happens in the last week of the campaign, 

voters will not change their mind [10]. 

 
Voting By Mail (VBM) 

Oregon was the first state to engage in universal vote by mail 

(VBM) trials. In 1981, Oregon issued a law that allowed 

VBM pilot programs to be conducted in local elections. Since 

then, Oregon has come a long way in this field [10]. VBM is 

just like statewide absentee voting. Ballots are mailed to 

registered voters; they fill them out at their own convenience 

and either mail them back or drop them off at designated 

places. These ballots are either punch cards or optical scan 

ballots. Studies and surveys showed that voters did not find 

difficulties using this method; in fact, voters who used this 

method were more likely to keep using it in future elections. 

Perhaps one of the reasons for this success is Oregon’s 

comprehensive voter education program, through which 

voters receive instructional booklets before every election [13]. 

Studies have also shown that the state of Oregon spent less 

money using this method compared to traditional voting. 

Oregon had a greater turn-out since it started using VBM. The 

percentage of rejected ballots due to an error was 7% for 

punch cards and 5% for optical scan ballots. However, the 

percentage was much lower for presidential elections (2% for 

punch cards and 1% for optical scan ballots) [10]. Approving 

the use of VBM and early voting is evidence that voters are 

trying to avoid voting on the election day. 

 

 

ELECTRONIC VOTING 

In the 2000 general elections and after Florida’s fiasco, many 

people were convinced that the punch-card ballot is inaccurate. 

In 2002, the HAVA (Help America Vote Act) law was passed. 

One of HAVA’s goals was to replace all punch card voting 

systems. With the help of HAVA and its $3.8 billion budget, 

DRE (Direct Recording Electronic) was introduced. And 

that’s how e-voting spread in the states. Diebold Inc. got the 

contract to manufacturer and distribute the voting systems 

(shown in Figure 4) and design their ballots for most of the 
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states. The code was private and protected by the DMCA 

“Digital Millennium Copyright Act,” so no one was sure how 

secure the voting system was. Diebold claimed that keeping 

the code secret made it more secure. On the other hand, some 

data security experts doubted that this approach would make it 

more secure and asked for an open source code instead of 

blindly trusting Diebold’s developers [14]. One of these 

experts is David Dill who was one of the first to find the 

Diebold’s source code and the documentation on a website in 

New Zealand. Dill and Avi Rubin, among other data security 

experts, started analyzing the code and found many bugs, lack 

of security, and bad encryption implementation. Still the 

Diebold system was used [14]. 

 

 
 

Figure 4: A DIEBOLD AccuVote-TS voting machine [15] 

 

 

Generally, Diebold’s voting process can be summarized as 

follows: 

A voter goes to his home precinct where he is registered to 

vote. After this, the voter is usually given a smartcard and 

approaches a voting terminal where he enters the smartcard 

and then votes for his candidates of choice. When the voter’s 

selection is complete, DRE systems will typically present a 

summary of the voter’s selections, giving him a final chance 

to make changes. After confirmation, the ballot is “cast” and 

the voter is free to leave [15]. Some of the problems this 

system faced were the lack of physical ballot for auditing 

purpose; however, after the 2004 elections, many states 

required the addition of paper verified ballot trailers [4]. 

Another major problem with such a voting system is that the 

entire election depends on the security of the software within 

the voting system. And this software is a “secret” protected by 

law. 

Over 125 cases of election equipment malfunction were 

reported in the 2004 general election. Different vendors 

manufactured these DREs. The malfunctions resulted in 

voters waiting for hours before being able to vote, in extra 

votes, in lost votes and in some cases the result was a negative 

number of votes [16]. Some of these cases are shown below 

(Figure 5, Figure 6). For example, ES&S tallying software 

was not able to store more than 32,767 votes before it started 

subtracting votes one at a time. This resulted in losing over 

70,000 votes in Broward County, Florida [16]. 

 

 
 

Figure 5: Carteret County missing votes vs. winning margin 

chart [16] 

 

 
 

Figure 6: ES&S vote-tallying software wasn’t able to store 

more than 32,767 votes [16] 
 
 

Diebold claimed security through obscurity as a defense or 

rather as an excuse to hide its source code. Somehow the 

source code and the documentation were leaked and a group 
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of data security experts got the chance to analyze the security 

of Diebold’s voting system. Analysis of different DREs 

showed that it is almost impossible to detect or prove that an 

attack happened or that a change of the turnout occurred. 

 
DIEBOLD System 

Setting up and running an election using the DIEBOLD 

system can be described as follows: 

1. Before the elections: The election officials install the 

electronic ballot software on the voting terminals 

using either a storage media, through a LAN, the 

Internet or a dial up connection. Using the latter 

approach might be better in case any last minute 

changes for the ballot definition were needed [15] 

2. During the election: Each voter is given a card. The 

voter card in the DIEBOLD case is a smartcard, i.e., 

a plastic card with a computer chip on it. When the 

voter inserts the card into the terminal, the ballot 

appears on a touch screen. The voter interacts with it 

by touching the appropriate boxes and when the 

voter finishes, the terminal displays the voter’s 

choice and waits for voter confirmation. After 

confirmation, the vote is recorded and the card is 

cancelled to ensure that the voter can’t vote more 

than once. The voter gives the card back to the 

election workers who reprogram the card [15] 

3. After the elections: When the election is over, a poll 

worker shuts down the terminal using an 

administrator card. Upon detection of the presence of 

such card, the terminal asks for a PIN and asks the 

poll worker to confirm that the election is over. Then 

the results are either copied into a flash memory card 

or transmitted electronically to the back-end server 

[15] 

 
DIEBOLD Vulnerabilities 

The DIEBOLD system was written entirely in C++ (256 files 

and 49609 lines) and designed to run on a Windows CE 

device. C++ is not a type-safe language compared to Java or 

Cyclone, so vulnerability to buffer overflows was one of the 

real problems that the DIEBOLD system faced during the 

elections [15]. Rubin and his colleagues found many other 

flaws and vulnerabilities in different areas: 

Smartcards: Even though the idea behind using smartcards is 

to increase security, the DIEBOLD system’s use of smartcards 

did not provide any extra security. In fact, it made the system 

more vulnerable by giving outsiders the opportunity to launch 

more attacks. 

One of the biggest flaws was the lack of cryptography in 

DIEBOLD’s smartcards, which is the main advantage of 

smartcards over magnetic cards. “The absence of such 

cryptographic operations means there is no secure 

authentication of the smartcard to the voting terminal which 

means an attacker could use his own homebrew smartcard 

[15].” Due to the lack of cryptography, an attacker who knows 

the protocol spoken between voting terminals and legitimate 

smartcards could easily implement a homebrew card that 

speaks the same protocol. Additionally user-programmable 

smartcards and smartcard readers are available commercially 

over the Internet in small quantities and at reasonable prices, 

which makes them easy to obtain [15]. 

An attacker could learn the protocol between voter cards and 

voting terminals by returning a fake card to the poll-worker 

after voting, instead of returning the cancelled card. This fake 

card would record how it is reprogrammed, and collaborating 

attackers waiting in line to vote could repeat the same process 

till one of them is given a reprogrammed fake card. Another 

way would be attaching a “wiretap” device between the voting 

terminal and a legitimate smartcard and observing the 

communicated messages [15]. 

In the voting process, a legitimate card is deactivated after the 

voter confirms his or her decision. The deactivation happens 

by changing the card’s type, which is stored an 8-bit value 

from VOTER_CARD (0x01) to CANCELED_CARD (0x08). 

An attacker who programs a valid smartcard will have no 

problem programming a card that ignores the deactivation 

command giving him the ability to vote with same card 

multiple times. Unfortunately such an incident would go 

unnoticed since the DIEBOLD system does not keep a record 

of the number of times the card has been used to vote 

assuming that it was deactivated after the first use [15]. 

Another possible attack by an outsider would lay in his or her 

ability to manufacture an administrator card. Such a card, as 

mentioned before, grants administrative functionalities to its 

holder, such as terminating the elections. Such an attack 

would be easier if the attacker had knowledge of the 

DIEBOLD code or could interact with a legitimate 

administrator because otherwise the attacker won’t be able to 

tell the difference between voter card and an administrator 

card. (The difference between them is that the value of 

m_CardType is set to 0x01 for a voter card and to 0x04 for an 

administrator card). The PIN of the administrator card can be 

circumvented easily due to the lack of cryptography in the 

DIEBOLD system [15]. 

Election Configuration and Election Data: The DIEBOLD 

voting terminal has two types of internal storage: a removable 

flash memory storage device that is used to store the primary 

copies of dynamic data files such as the voting records and 

audit logs and a main storage area which contains the 

terminal’s operating system, program executables, and other 

system configurations information, as well as backup copies 

of dynamic data files. Backing up the dynamic data files is 

very useful because should any of the storage devices fail data 

can still be recovered [15]. 

Unfortunately, Windows CE (DIEBOLD’s O.S), unlike other 

versions of windows does not enforce the existence of 

removable storage devices. Under windows CE, removable 

storage devices are mounted as subdirectories, in case a 

directory exists with the same name as the default name for a 

mounted storage device, namely a Storage Card, then the 

terminal can be fooled and use only one storage device to 

store the whole data. This would decrease the redundancy and 

the chance to recover from data loss [15], [17]. 

As mentioned before, networks can be used to load the ballot 

definition or to report the results. Another option that 

DIEBOLD offers is via removable media. In the prior case, 

the lack of security over the network made the system more 

vulnerable to man-in-the-middle attacks giving an attacker the 

chance to alter the results while it’s being transmitted to the 
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end-server. If the adversary knows the structure of the ballot 

definition, then it is also possible to intercept and modify the 

ballot definition while it is being transmitted. 

Because no cryptographic techniques have been used to 

protect the ballot definition file, an attacker has the ability to 

add, remove and change information on the ballots [15]. 

These attacks can also be launched physically by an insider 

using a janitor’s master key to the building. 

Both the vote records and the audit logs are encrypted and 

check summed before being written to the storage device. 

However, neither the encrypting nor the check summing is 

done with established, secure techniques. This flaw increases 

the possibility to launch other attacks such as tampering with 

election results and linking voters with their votes [15]. 

Other Vulnerabilities: The DIEBOLD system is also 

vulnerable to other attacks, such as impersonating legitimate 

voting terminals and the possibility of attacking the start of an 

election. This attack is not restricted to this particular system; 

it is applicable to any system that downloads its ballot 

definition files using the Internet. The latter attack is 

dangerous because it can be performed on a very large scale 

and the attacker can be physically located anywhere in the 

Internet-connected world. Such attacks could prevent or delay 

the start of an election at all voting locations in a state [15]. 

 

 

VERIFIED VOTING METHODS 

Activists, politicians, and data security experts all over the 

country are encouraging the addition of paper audit trails 

(VVPRS) to the current DREs. A DRE without a paper audit 

trail means that every recount will give the same result. It also 

means that voters and election officials must have blind trust 

in the vendor that developed the machine. A paper audit trail 

compensates for many of the shortcomings of DREs. Paper 

audit trails can be used as a backup for the DRE in case of an 

intentional or unintentional failure. They also provide the 

voter some assurance that his vote was recorded as intended. 

No one can deny the importance of paper audit trails; however, 

recent studies show that even paper trails have their own 

drawbacks. These drawbacks include the security of the 

printers and the occurrence of paper jams. The ability to count 

votes in a relatively short time is the major advantage of DRE 

machines over paper ballots, as counting the paper trails 

manually can be time consuming. Another study shows that 

around 63% of voters fail to notice errors on the summary 

screen and the paper trail [18]. Given these findings, it sounds 

logical to assume that audit paper trails are not a perfect 

solution. A study by MIT Media lab has proposed a new idea 

for an audio audit. The proposal for a Voter Verified Audio 

Audit Transcript Trail (VVAATT) would work similarly to 

the printer trail except that the audit created would be in an 

audio form instead of on paper [19]. Voting booths with audio 

trails provide voters with headphones. Each time the voter 

makes a selection, he hears a confirmation in the headphones. 

For example, if the voter selects candidate X, the DRE will 

say “selected candidate X”. The DRE audio output is also 

passed to the VVAATT recording unit which records the 

voting session on some physical medium such as an audio 

cassette [20]. The proposal assures that the recorder will only 

record what the voter hears in his headphones. However, the 

idea of an invisible audit method is still very hard to accept. 

The main idea behind equipping DREs with audit trails is to 

provide physical evidence to assure the voter that his vote was 

recorded as intended. There is no doubt that monitoring the 

performance of a printer is more feasible than that of an audio 

recorder. 

In a study that compared paper audit trails and audio audit 

trails [21], a group of voters was asked to vote on two 

machines, each having one of the mentioned auditing methods. 

The voters were instructed how to cast their votes. Both 

auditing methods had the same intentional errors and the 

voters were asked to report the errors they detected. The idea 

behind this study was not to test and compare the performance 

of each auditing method, but to find out which auditing 

method helped the voters to detect the errors. There were two 

kinds of intentional errors in the audit trails: vote flipping and 

a missing race. 

Since audio audits provide immediate feedback, it was easier 

for voters to detect vote flipping using the audio audit. On the 

other hand, it was much easier for the voters to detect the 

absence of a race on the machine that provided the audit paper 

trail. Knowing how the audio audit works, these results were 

not surprising. A voter who selects candidate X and 

immediately hears a message saying: “candidate Y selected”, 

is more likely to detect this error than a voter who checks his 

choices at the end of the voting process. However, in the case 

of a missing race, a voter who selects candidate X will not 

hear any audio feedback and may not pay attention. On the 

other hand a voter using the paper trail is more likely to notice 

a missing race. The study also revealed that the majority of 

the voters preferred dealing with paper trails since it was 

simpler and provided physical evidence of their choices. 

As we mentioned before, counting paper trails manually can 

be time consuming. The MIT study mentioned that tallying 

audio audit tapes can be done in a timely manner using special 

software. This approach might complicate the situation rather 

than simplify it. Having software to audit results produced by 

an e-voting machine might create unease among voters who 

already lack trust in e-voting. The concept of integrating the 

audit phase within the voting process can be very helpful. The 

audio audit mechanism provides immediate feedback to the 

voter via the headphones (this is a feature that most of the 

current machines have). Voting machines with paper audit 

trails provide headphones to be used by the visually impaired. 

Using headphones provides immediate feedback to voters 

regarding their selections. The only difference is that a 

machine with audio audit will record the audio feedback that 

voters hear, whereas, no tape recording happens in the DREs 

with paper trail. It is highly encouraged that not only visually 

impaired, but all voters use the headphones [21]. In this way, 

voters will be notified instantly if they selected the wrong 

candidate due to a screen miscalibration. Indeed, the use of 

headphones while voting can be an extra precautious step for 

voters before checking the paper audit trail. 

 

 

DRE AND VVPRS REQUIREMENTS 

Equipping a voting machine with a paper audit trail is not 

enough. Both the DRE and the auditing tool should meet 

many requirements. These requirements differ slightly from 
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one state to another. For example, the Attorney General’s 

Office of New Jersey issued requirements for DRE machines 

equipped with printers [5]. These requirements include the 

following: 

1. Privacy requirements: ensuring the privacy of both 

voters and records 

2. Security requirements: maintaining the secrecy of the 

whole system 

3. Verification requirements: voters must be able to 

review their votes before they cast them 

4. Functionality requirements: ensuring that the 

machines will operate smoothly on election day 

 

The New Jersey Institute of Technology (NJIT) was asked to 

test four e-voting machines against the criteria issued by the 

Attorney General’s Office of New Jersey. All of the machines 

were equipped with voter-verified paper records (VVPRS). In 

their research NJIT studied these machines deeply in many 

aspects. NJIT didn’t publish the name of the vendors; instead 

they referred to them as machine 1, 2, 3 and 4. Their report 

contained many findings [5]. 

NJIT found several violations in the four e-voting machines. 

These violations were in voter privacy, record privacy, DRE 

security mechanism, paper-record integrity and paper record 

verification. For example: 

1) Machines 3 and 4 could not detect a paper jam 

2) Machine 4 stored the vote electronically before the 

voter approved the paper record 

3) Machine 1 did not suspend voting when the printer 

cable was disconnected 

4) Machines 1, 3 and 4 publicly exposed part of the 

printer’s cable 

5) Machines 2, 3 and 4 were not able to provide 

efficient linkage between paper and electronic 

records 

 

While some of these violations can be easily solved, others 

cannot. Even when printers ran out of paper, many machines 

still allowed voters to continue voting. Paper jams in some 

machines tore the paper. These malfunctions make it hard to 

reconcile the paper and the electronic records, and thus make 

it impossible to conduct an audit. As the name indicates, the 

main idea behind using an audit paper trail is to be able to 

audit the votes. 

 

 

STRAIGHT TICKET OPTION 

Some US states’ DREs offer a straight party option. This 

method allows voters to cast their votes for a specific party, in 

all the races listed on the ballot, in one click. The idea behind 

providing the straight ticket option was to allow voters with 

specific party preference to vote faster. For example, a voter 

who considers himself a Democrat can choose a straight 

Democratic Party ticket, and this will cast a vote for the 

Democratic candidate in every race. The straight-ticket option 

is supposed to provide ease for many voters; however, the 

poor implementation of this option on current DREs has led to 

a high ratio of undervoting and mass confusion. For instance, 

in Harris County, TX, some voters claimed that some of their 

votes flipped to the other candidate. Harris County uses Hart 

InterCivic eSlate voting machines. These machines are not 

touch-screen based and thus we cannot use screen 

miscalibration as an excuse for “vote flipping” like what 

happened in other states. In fact, eSlate machines are 

controlled by a wheel that voters spin to move through the 

ballot. What happened was simply the result of voter 

confusion. Voters, who used the straight-ticket option, did not 

understand the concept behind it, and thus they reselected the 

same candidates again. This behaviour led to deselecting the 

selected candidate. Once the voters were done, a summary 

appeared with the voter’s final selections. And the previously 

mentioned voters, who chose the straight-ticket option and 

voted manually, assumed that the machine changed their votes 

[21]. 

In North Carolina, the straight-ticket voting option affects 

every race except the presidential race. Unfortunately, in 2004 

general elections many voters did not read the instructions and 

thus assumed that using the straight-ticket option would cast 

their vote in all the races. As a result, North Carolina had one 

of the highest presidential undervote rates in the country, 

throwing away around 92,000 votes for president [22]. Indeed, 

a straight-ticket option can make the election process run 

smoother; however, this method must be implemented in a 

clear manner. Recent studies show that most voters do not 

even bother to read the voting instructions before they vote, 

nor do they check the summary and the paper trail before they 

cast their ballots [21]. In the following sections, we will 

suggest an effective way to implement the straight ticket 

option. Our suggested method will ensure that the voters are 

fully informed of how their votes will be recorded. 

 

 

CONCLUSION 

The primary reason for expanding the use of technology in the 

electoral process (generally known as e-voting) is the desire to 

overcome the limitations of conventional voting systems. 

Other reasons include faster tallying times, providing ease to 

voters with disabilities, and increasing voter turnout rates. 

While the use of computers has been proven valuable in many 

fields, in the case of e-voting, several countries, including the 

US, have experienced negative results. In some races, the 

problems resulted in the necessity to manually handle 

compromised ballots, repeat entire elections using paper 

ballots, issue new laws and requirements, and in countries like 

Germany, Ireland [23], and the Netherlands, suspend the use 

of e-voting. 

On the other hand, the idea of equipping DREs with a verified 

paper audit trail was introduced several years ago. However, 

the practical development of this idea is still questionable. The 

studies we pointed out show that the majority of voters fail to 

detect mismatches between their electronic ballot and the 

paper trail leading to uncertainty regarding the value of this 

process. 

Elections are critical and require a high degree of security (far 

more than is required in an e-commerce system). It would not 

be paranoid to say that many individuals and organizations 

exist that might want to alter the behavior of voting computers 

to suit their own purposes [24]. 

The main reason for the difficulty in implementing a secure e-

voting system is the conflict between the principles of 
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accuracy and secrecy in the electoral process. In e-commerce 

systems, a buyer can always get a receipt to document his 

purchase. Conversely, due to fundamental voting regulations, 

providing documentation of a vote is forbidden, which means 

that the voter has no choice but to trust that a system records 

his vote as cast, counts it as recorded, and is secure and 

private enough to ensure that no one will be able to view or 

change his ballot. 

To resolve this conflict and to eliminate the need for the 

infamous chain of custody, cryptographers have suggested a 

protocol known as end-to-end cryptographic voting. The goal 

behind the end-to-end concept is to provide voters with 

confidence in the integrity of election results, regardless of the 

software used and without the need to blindly trust election 

officials. All that must be accomplished without enabling the 

voters to prove to others how they voted. Generally, end-to-

end systems provide the voter with some kind of assurance 

that his vote was recorded-as-intended (ballot casting 

assurance) in the form of encrypted proof. Additionally, such 

systems publish all the encrypted proofs so that the public 

may verify the integrity of the election as a whole (universal 

verifiability). While such an approach might sound like the 

perfect solution, several new threats have been raised. In our 

work, we investigate these threats and point out how we can 

integrate cryptography in our suggested system in order to 

mitigate new threats. 
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